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Abstract. Bus protocols are hard to specify correctly, and yet it is often critical
and highly beneficial that their specifications are correct, complete, and unam-
biguous. The informal specifications currently in use are not adequate because
they are difficult to read and write, and cannot be functionally verfied by auto-
mated tools. Formal specifications, promise to eliminate these problems, but in
practice, the difficulty of writing them limits their widespread acceptance. This
paper presents a new styleof specification based on writing the interface speci-
fication as a formal monitor, which enables the formal specification to be simple
to write, and even allows the description to be written in existing HDLs. Despite
the simplicity, monitor specifications can be used to specify industry-grade pro-
tocols. Furthermore, they can be checked automatically for internal consistency
using standard model checker tools, without any protocol implementations. They
can be used without modification for several other purposes, such as formal veri-
fication and system simulation of implementations. Additionally, it is proved that
specifications written in this style are receptive guaranteeing that implementa-
tions are possible. The effectiveness of the monitor specification is demonstrated
by formally specifying a large subset of the PCI 2.2 standard and finding several
bugs in the standard.

1 Intr oduction

Giventhe importanceof conformingto bus protocols,it is surprisingthat the current
stateof speci®cationeven for widely usedstandardsis a long documentwritten in
English.Naturallanguagesireill-suited for precisespeci®catiorbecausehey tolerate
vaguenessandaredif®cult for computergo analyze.The situationwould be betterif
of®cial standardspr even moduleinterfacespeci®cationsnternalto companieswere
written in a precisely-de®neahotation.However, until now, due perhapso language
andtool barriers,industry haslargely ignoredformally specifyinginterfaces.And so
we presenta speci®cationstyle wherethe userneednot learn ary languagebeyond
Verilogor VHDL andstill be ableto write formal speci®cations.

Thestyleis basednwriting thespeci®catiorasaformalmonitor (Figure2). A monitor
is anobsererin agroupof interactingmodulespr agentswhich communicateia aset
of protocolrules.It's maintaskis to ag agentswhenthey fail to upholdthe protocol.



Writing the speci®catiorasa monitorenableghe speci®catiorto bewritten asallist of
simplerules,thus,allowing formal speci®catiorto be arelatively easyprocesslt also
allows the speci®cationto be checled “stand-alone’whereno implementatiomeeds
to be written to verify the protocol. Furthermorejt resultsin a synthesizablespeci®-
cationwhich canbe directly usedin testingervironmentswherecycle-basednodels
areneededAnotherdirectuseis for modelingervironmentsvhenmodelcheckingan
implementationAnd despiteits simplicity, a monitor speci®cationcanbe written for
“real” protocolssuchasthewidely-usedPCllocal bus protocol.

We alsodescribeseveral highly effective debuggingmethodsor monitorstyle speci®-
cations It is explainedhow certainrequirement®n the speci®catiorstyle discourages
errorsandhow the dehuggingmethoddurther ensurecorrectnesandabsencef con-
tradictions Onehighlightwith amonitorspeci®cations thatdehuggingcanbedoneon
theprotocolbasednits internalconsistenyg, beforeary implementationsredesigned.
Furthermoreif two easy-to-checkropertiesholdsfor thespeci®cationit is guaranteed
thatthe speci®catioris receptive. Receptvenesguaranteethatanimplementatiorex-
istsfor the speci®cationandthatthereis noillusory freedomin the speci®cationOn
a practicallevel, thesedehugging methodsfound several problemsin the of®cial PCI
protocolwhenthey wereappliedto a speci®catiorof PCI.

Theprimary contributionsof this paperare:

— thede nition of a simpleyetpowerfulspeci cationstylethatis resistanto speci -
cationerrors;

— presentatiorof general speci cation dehugging methodolgy, which doesnot re-
guire anyimplementations;

— a report on the successfubpplication of the speci cation style and delugging
methodolgyto PCI, andtheresultingdiscovery of bugsin the protocol

— atheoemstatingthat the speci cationstyletogetherwith a simple-to-tied prop-
erty, guaranteeghereceptivenessf a speci cation.

Previous Work Someof the sameideaswereexploredin a 1998paperby Kaufmann,
Martin, andPixley [1], which proposedisinglogical constraintdor ervironmentmod-
eling. All of thecontributionslistedabore go beyondthe Kaufmanetal. paperin 1999,
ChauhanClarke, Lu andWang([5] speci®edPCl usingCTL andthenmodel-checkd
the statemachineghatappearedn theappendixof the of®cial PCl speci®catiordocu-
ment[2] againstheir CTL speci®cationWith our speci®catiorstyle, CTL is not used
to specify the protocol; consequentlyalong with simplicity, our speci®cationis exe-
cutableandit canbeuseddirectly for a variety of applicationssuchassimulation,that
a CTL speci®catiorcannot.In 1998, Mokkedem ,Hosabettuand Gopalakrishnarfior-
malizedandprovedsomehigherlevel propertieof PClinvolving communicatiorover
busbridged8]. Theirspeci®cations almostunrelatedo theonehere whichfocuseson
thelow-level behaior of individual signalsandignoresthe higherlevel transactioror-
deringpropertiesvhich Mokkedemet al. concentrat®n; the differenceis in thelevels
of abstractiorof the speci®cationsMany speci®catiolanguagedor reactve systems
andprotocolshave beenproposedtoo mary to cite). However, it is importantto note



that we are speci®callynot proposinga new speci®cationlanguage put a speci®ca-
tion style thatis simple enoughto be implementedn a numberof existing hardware
descriptionanguages.

Notation In the examplesof the speci®cationappearingn the paper a logical nota-
tion is used.Individual variables(e.g.framé@ are true when assertecand falsewhen
deassertedrlhis is a warningto readersvho areaccustomedo control signalsbeing
low when assertedLogical connectves* ”, “ ", and“ ” representIMPLIES”,
“IFF", and“NOT,” respectiely. prev x meansthe value of x in the previous cycle,
prev prev X isthevaluetwo cyclesago.In anHDL, prev x would beastatevariable
whichis assignedhe currentvalueof x on eachclock.

Structur e of the Paper Section2 describeshe speci®catiorstyle, what sucha speci-
®cationcanbeusedfor, andtherulesfor the stylethatensuresomeof the correctness.
Section3 outlinesthe deluggingmethodsandthe bugsfoundswhenappliedto the PCI
protocol.In section4, the proof of receptvenessor a monitor speci®cations given.
Section5 is the conclusion.

2 The Monitor Speci cation

2.1 Description - the Speci cation Written asa Monitor
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Fig. 1. The System View Fig. 2. The Monitor

A bus protocol speci®cationcan be viewed as a speci®cationfor a complete,closed
systemof agentsusingthe bus. In Figure 1, agents0,1,2,3are usingthe bus and OO0,
01, 02, 03 arethe correspondingutputsets.Becausef the bus, the inputsfor each
agentare the outputsof other agents.(For agent1l, its inputs are O0, O2, and O3).
A bus protocol speci®cationdictatesthe behaior of all the outputsrelative to each
other A monitor that checksthe agents'complianceto the protocolat eachexecution
step,can be written. It is a machinewith the agentoutputsignalsasits inputs, and
booleancorred; signalsasits outputs(®gure?2). Themonitoris suchthatassoonasan
agent(or several agents)oreaksthe bus protocol,it singlesout the erring agent(s)oy
makingthecorrespondingorred; signalfalse.If corred; is true,agent hasupheldthe



speci®catiorsofar andits currentoutputsalsoconformto the speci®cationlf correg
is false,agenti hasbroken a speci®cationrequirementcurrently or sometimein the
past.Thus,corred; is “sticky”; oncearule hasbeenbroken,the correspondingorred;

stayedalseforever. Thespeci cationstyleis basedonwriting thespeci cationassud

a monitor! After all, themonitor musthave exactly the protocolinformationto decide
on agentcompliancesoit is naturalfor the protocolspeci®catiorto bein the form of
amonitor; it differsfrom the corventionalview of a speci®catioronly becausét is an
active machineasopposedo a passve documentationTheimmediatebene®tsof this
arethedirectapplicationsf sucha speci®cation.

For Model Checking a Single Implementation To verify a singleagentimplementa-
tion, one needsto createan ervironmentfor it, namelyotheragentson the bus. This

is a non-trivial, tedioustask.However with a monitor, an ervironmentcanbe created
without writing ary implementationcode.It doesthis by specifyingwhich input se-
gquencedo the agentare correctaccordingto the interfacespeci®cationNamely one
would model checkthe single agentby conditioningall the propertiesto be veri®ed,
with “if theinterfacingagentshave beencorrectso far accordingto the monitor”. For

example,if pisthepropertyto bemodelchecled,andagents andj form theerviron-

ment,thepropertyto bemodelchecledis “corred; corred; p” wherecorred; and
corred; correspondo the outputsignalsof themonitorfor i and j. Themonitorandthe

conditionin the modelcheckingpropertiescorrectly constrainthe inputsto the agent.
This is anexampleof assumeguarantegeasoningvherethe speci®catiorfor one (or
more) agent(s)is usedto verify the implementatiorof anotheragent.This useof the

monitor is very similar to what is describedn [1]. As an executionexampleof this

technique Govindarajuusedour PCI monitor to successfullyerify a PCI controller
implementatiorf10].

For Simulating Complete SystemIimplementations In atestingervironment,anin-
terfacemonitor, if written in the languageof theimplementationcanbe directly con-
nectedto adesignand ag errorsandcorrectlyassignblameto the erringmodulein a
system-lgel simulation.Sincemonitorscanbe written in synthesizabl&TL, they can
beusedfor toolsthatneedcycle-level modelsinsteadof event-basedimulationmodels,
suchasformal veri®ersor emulators.

2.2 Construction of a Monitor Speci cation

A furtheradvantageof the monitor-style speci®catioris thatthey arevery easyto con-
struct. First, it is notedthata speci®cationis a list of rules.In particular the of®cial
PCI 2.2 speci®cations written thatway. Thus,it is naturalfor the monitorto checkfor
eachof theserulesindependentlyFor clarity, theseruleswill becalledconstaintshere.
Herearesomeexamplesof PCl constraints,

(section 3.3.1)
(section 3.3.1)

1 Only the monitor is written by the specifi cation writer. The agents in the fi gure are to be later implemented by someone
else.



As logic formulas,thesecanbe written asfollows;trdy  devsel (if trdy is true,then
devselmustbetrue)andprev frame  frame irdy (if frameis truein thelastcycle,

thenit musteitherbetruein this cycle or if it's not, irdy mustbetrue). The goalwas
to keepthe constraintsas simple as possibleto preventthe overall speci®catiorfrom
getting complicated WhenspecifyingPCl, it wasfound thatthe following constraint
characteristicsanbekepttrue,andthespeci®catiorcanstill fully describeheprotocol.

1.No CTL or LTL Forthemonitorspeci®cationall of the PCl constraintsanbewrit-
tenwithout usingany CTL [6] constructsioris knowledgeof ary lineartime temporal
logic (LTL) speci®callyneededThis is the basisfor the claim that the speci®cation
style canbe usedwith HDLs suchasVerilog. In Verilog, the abore examplebecomes,
(wherecorred; is initializedto 1.)

2. No complex state machinesOnly two typesof very simple statemachineswvere
neededasauxiliary variablesor the PCl constraintsOnetypeis a event-recodingstate
machinewhich becomedrue whena seteventhappensandremainstrue until a reset
eventoccursandis falseotherwiseThisis neededfor example to “remember'whether
thetransactioris areador awrite. The secondypeis a countingstatemachinewhich
startsto countaftera setevent,andstopscountingeitherwhenareseteventhappen®r
alimit is reachedwhichever comes®rst.

3. Small time frames With the help of the statemachinesdescribedabove, all of the

constraintscan be written with lessthan threetime frames.Thus, the most compli-

catedPCI constraintlooks like this: prev devsel prev prev sop prev sop

prev nal .dphasedone reg For mostconstraintspnly two timeframesareneeded,

andthus,mostareasfollows: prev stop prev devsel prev dphasedone
devsel This propertykeepsthe constraintcompact.

From a preliminaryinspectionof a more comple protocolthan PCI, suchasIntel's
Mercedbus, propertiesl and3 seemto hold for otherprotocols.Thus,a speci®cation
canbe a list of compactconstraintswvhich are easyto maintain.And to constructthe
desiredmonitor, the constraintsare directly usedto determinethe corred;'s. Assum-
ing that eachconstraintconstrainghe behaior of only oneagent,the constraintsare
groupedby the agentwhich they constrain Whenthe agentoutputsignalsmake all the
constraintof oneagenttrue, the correspondingorred; is true; otherwisethecorred;
is false.Thus, corred; is a conjunctionof all the constraintsspecifyingthe behavior
of agenti. The following is the assignmenstatementor corred;, wherecongraint;
pertainsto agenti.

if (congraint® congraint? condraint)
thencorred; = true,elsecorred; = false

Therefore,the monitor is a list of propositionalformulas,auxiliary statevariableas-
signmentsandcorred; assignmentsThereis no corversionof this to a statemachine;
thisis preciselythe codefor the monitor.

(propositionaformulas)
congraint® trdy devsel



(statevariableassignmentandthetwo typesof smallstatemachines)
prev trdy  trdy

(corred; assignments)

2.3 Detailed Style Requirementsfor a Monitor -Style Speci cation

Somerequirement®n the constraintsvere discoreredanddeveloped.In this section,
themotivationbehindthemwill bediscussed.

Separability of the Constraints Rule
Eadh constiaint canonly constain outputsof oneagent.

For eachconstraintthereshouldonly beoneagentto blamewhenthe constrainis bro-

ken.Consequentlya constraintcanonly restrictthe outputsof oneagent;if it dictates
the outputbehaior of two or moreagentsmultiple agentscanbe held responsibldor

a single broken constraint.Sinceit is exactly the currentstatevariablesthat are con-
strainedby the constraintsall currentstatevariablesof a constraint,mustbe outputs
of thesameagent Equivalently, sincefor a particularagent,outputsof otheragentsare
its inputs,the constrainedrariablesmustall be the agents outputsandnot its current
inputs.

Thisruleis calledthe sepaability rule becausét allows constraintgor differentagents
to be separate@dndevaluatedndependentlyThis separabilityfactoris importantfor a
speci®cationbecausawvith it, a speci®cationcanbe guaranteedo have animplemen-
tation asprovedin sectiond4. The main needfor the separabilityof a constraintis to
upholdanimportantprinciple of speci®cationsit shouldbe possibleto implementan
agentbasedon informationsolelyfromthe speci cation,and knowthat theimplemen-
tation caninteract correctlywith any otheragentupholdingthe speci cation.

Independent Implementability If multiple agentsare responsiblefor upholdingan
inseparableconstraint,the implementationof a single agentmustbe able to do the
impossibleact of predictingthe behavior of the otheragentsThus,the only way such
asystemcanbe designeds for the differentagentgo be designedogetherwhich runs
counterto the above principle. For example,a bad,inseparablepeci®catiorwould be
a b, wherea andb are outputsof two differentagents.An implementerof one of
the agentscannotsafely setthe value of a without knowing what the implementerof
the otheragentwill setthe value of b to. Sucha functionality is not independently
implementableEquivalently, a monitor for sucha speci®catiorcannotblamea single
agentwhenthe constraintis broken.If a b doesnot hold, it is impossibleto decide
whethera is wrongor b is wrong. Thus, it is apparentvhy “a broken constraintcan
only blameoneagent”is a suf®cientconditionfor the speci®catiorto upholdtheabove
principle.

Removing lllusory FreedomConsidetthespeci®catio a b " wherea andb are
outputsof differentagents.Sucha formula might resultfrom an attemptto specify



mutually exclusion.In this case animplementercanonly seta 0 safely in casethe
implementef theotheragentmaysetb 1. But theimplementeof b canonly safely
setb 0,100, sothespeci®catiorcouldjustaswell bea b 0. In otherwords,this
speci®catiorallows illusory freedomwhich is alsoundesirableThe separabilitystyle
rule disallowns suchsituations.

Specifying Moore Machines As the clock speedof bussegyetsfasterandfaster al-
mostall businterfaceprotocolsassume Mooremachingiming; namely it is expected
thatthe interfacingagentneedsat leastone cycle to respondto its inputs. The output
separabilityrule canbe thoughtof as a resultof modelingthe agentsas Moore ma-
chines For example,machineA hasaninputina andoutputsoa andr andis speci®ed
aconstrainthatbreakgheseparabilitystylerule: ina 0a ra. Thiscanbeinterpreted
aswheneering is true,machineA mustreactimmediatelyandasserits outputsoa and
ra true.But sincemachineA is aMooremachinethisis anunreasonablepeci®cation.

The exampleof mutualexclusionis interestingbecausalthoughit is frequentlya de-
siredpropertyof abus,“only oneagentcanbedriving thebusatatime”, the stylerule
disallovsit asaconstraintasoutlinedin the “Removing Illusory Freedom’paragraph.
Mutual exclusionis not a speci®catiorthatcanbeimplementedndependentiypy sev-
eralagentsinsteadjt is anemegentpropertythatis implied by otherconstraintdhat
canbe speci®edndependentlyor the agentsFor example,in PCI only the agentthat
is thecurrentmastercandrive certainbussignals whichis a propertythatcanbe spec-
i®ed asa separableonstraintThe arbiterin the systemensureghatonly oneagentis
themasterat ary time andthisis alsoa separableonstraint.Togethertheseseparable
constraintensurehe non-separableutualexclusionpropertyof the bus.

An Un-Implementable PCI 2.2 Requirement

Interestingly thereis an of®cial PCl 2.2 speci®catior{2] requiremenivhich doesnot
satisfythis separabilityrule, andis consequentlyn-implementablasstated However,
thereis anequialent,implementableequiremento replaceit.

1 1 1 i frame
| adress ' (input)
L == 'trdy

LT outpuy

Fig. 3. trdy behavior during the address phase

Therequirementwhichis in section3.2.40f theof®cial PCldocumentationstateghat
thesignaltrdy mustusetheaddresphaseasaturnarounctycle. The“addresphase’is
whenthe signalframeis assertedvhenit wasde-asserteth the previouscycle (®gure
3), anda “turnaroundcycle” for a bus signalis a cycle whereno agentis allowed to
drive thatsignal. Thus,therequirementranslatego “if framejust becameassertedn
this state,do notdrivetrdy.” The problemis frameandtrdy canbe drivenby different



agentsandsobothmustdecidesimultaneoushhow to meetthe requirementogether.
And aMooremachineagentcannotreact(via thevalueof trdy) to its input(in thiscase,
fram@ in the samecycle. Thus,this requirementannotbeimplementedn anagentas
statedin the standardHowever, this requirementanbe statedin a differentway with
thesameintendedeffect. Therequiremenshouldbe“no agentmaydrivetrdy if frame
andirdy werebothdeasserteih the previousstate?” This obeystheoutputseparability
rule andit will enforcethedesiredpropertythatall agentsnotdrivetrdy in theaddress
phase.

The Importance of Isolating Curr ent Variablesin a Constraint

If theconstaint spanganorethanonetimeframe(i.e. involvesatleastthepreviousstate)
theconstaint mustbewritten in theform “past_conditions  currentstate”. Thus,all
multi-stateconstaints mustbe written asimplications,and all prior statesvariables
mustbein theantecedenand currentstatevariablesmustbein the consequent.

Example
Correct: prev frame  frame irdy
Incorrect: prev frame  frame irdy

Unlike the previousrule, this rule is not requiredfor the implementabilityof the spec-
i®cation, but writing the constraintdn this form makesthe speci®catioreasierto un-
derstandanddelug. This stylerule separatethe conditioningelementthe pasthistory,
from the constrainingelementthe currentconstraint Also, this form makescontradic-
tionsin the constrainteasierto spot,asdemonstrateth section3.1.

3 Debhuggingthe Monitor Speci cation

A very importantpractical questionis how to delug a speci®cation.The following
delugging methodswork with the monitorstyle speci®cationwithout requiring any
implementationgo be written. Oncethe speci®cationis written, thesemethodscan
be immediatelyand directly appliedto it. They checkwhetherthe monitoris overly
restrictve whereit ags correctactionsas errors,or underrestrictve whereit does
not catchincorrectactions.Therefore they checkfor contradictionandcompleteness,
respectiely.

This sectionalsoincludesthe bugsfound by thesemethodsin the monitorstyle for-
mal PCl speci®cationSomeweretranslationerrorswhich aresigni®cantbecausehey
supportheclaimthataninformal speci®catioris proneto misinterpretationddowever
moreimportantly someinherentproblemsn the of®cial PCl protocolwerediscovered.
Thesediscoveredbugsfurtherstressheimportanceof usingaformal speci®catiorstyle
to developandreview a protocol.For thesedehuggingmethodsa CTL modelchecler
is neededGoodmodelcheckingtools exist (suchasCMU's SMV [3] and Cadences
SMV [4] whichwerebothusedsuccessfullwith the PCl speci®cationthatwill take a
monitorstyledescriptiorandanswemueriesaboutthe de®nedstategraph.Thequeries
arewritten in the branching-timeemporallogic CTL [6].

2 note to PCI experts: for an address phase following a back-to-back transaction, which won’t have frame and irdy
deasserted in the previous state, other constraints ensure that there is a turnaround cycle for trdy.



3.1 DeadState Check
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Fig. 4. A dead state for agent i

Dead statesarisedueto contradictionsn the speci®cationFor example,if onecon-
straintfor agenti requiresp to be truein the currentstateandanothemrequires p to
betruein the samestate thereis a deadstate.De®ning deadstatespreciselyrequires
de®ninga few otherconcepts®rst. A transitionin the monitor machinefrom a state
is saidto be correctfor agenti if the monitor assertsorrect duringthe transition.A
monitor states is correctly reachable if thereexists a sequencef agentoutputsthat
causeghe monitor stateto enters from the initial state,while all correct signalsare
continuouslyassertedA deadstateof the monitor for agenti is a correctlyreachable
statethathasno correctexiting transitiongfor agent; for all outgoingtransitionsof the
deadstate,corred; is false.Intuitively, a good speci®catiorshouldhave no correctly
reachableleadstateshecauséehen,all possibleagentoutputsareincorrectaccordingo
themonitor. (Othershave obsenedtheimportanceof deadstateq1].)

To ensurgheabsencef a deadstatein a monitorspeci®cationa certaincharacteristic
needdgo holdfor all theagentsn thespeci®cation:for everystatein themonitorwhere
no constraintdor arny agenthave beenbrokensofar, theremustexist at leastonenext
statewhereall of the constraintdor the particularagenthold”. This characteristican
bechecledeasilyusinga CTL modelcheclerwith theformula,for a particularagent,

AG corredj EXcorred; . If thereareary contradictionsn thespeci®cation,
j Agerts
themodelchecler for this propertyreturnsa countergampleindicatinga deadstate.

The following is anincorrectlogical translationof somePClI requirementsa mistale
actuallymadeby the®rstauthor Thedeadstatecheckfounda deadstatewhichresulted
from thecon icting constraints,

prev addressphase trdy

prevtrdy trdy irdy dop trdy previrdy dop trdy

prev trdy prev gop  sop
The contradictionis not obvious from the expressionabove but if it is re-writtento
obey the Isolate Current Variables rule, and the valuesof the statevariablesin the
deadstateare known from the deadstatecheck, it is possibleto seethat thereis
no legal next statewhen prev addressphase irdy trdy sop holdsbecause

trdy trdy sop irdy gopis unsatis®able.

prev addressphase trdy

prev irdy trdy trdy dop irdy



prev trdy sop sop

prevtrdy sop  sop
Sincethe deadstatecheckreturnsthe deadstateas*..., addressphase true irdy
falsetrdy truestop false..”, thesevariableassignmentsanbeusedto seewhich
constraintarein effect, by pluggingthesevaluesinto the left-hand-sideof the impli-
cations(the antecedents)n this case the ®rst threeconstraintsarein effect andtheir
consequentform the contradiction.This processs effective if the constraintsollow
thelsolate.. rule andthe deadstatecheckcanreturnthe deadstates statevariableval-
ues.Oneadwantagehis checkhasover the othercheckss its simplicity. No creatvity
or expertiseis required;only the CTL formula given above anda modelchecler are
needed.

Another similar checktestsfor underrestrictionin the speci®cationlt is reasonable
to assumdhatin all statesat leastone constraintis in effect. The checksearchegor
correctlyreachablestateswhereall possibleoutputsfor agenti arecorrectaccording
to the monitor. The monitor can be checled for this propertywith the CTL formula,

EF corred; AXcorred; “Thereis acorrectlyreachablestatewhereall the
i Agerts

possiblenext statedor anagentarecorrect! Althoughthis checkturnedup no bugsin

the PCI monitor speci®cationit is still aworthwhile check.Lik e the deadstatecheck,

this checkrequiresno creatvity or extrawork.

The busagentsareassumedo be Moore machinesn this paperbut Bryant, Chauhan,
Clarke,andGoelde®neanddescribaénconsistenciefor combinationaMealy machine
circuitsin [11].

ResultsFrom Applying the Dead State Check to PCI This checkprovedto be more
effective in catchingerrorsintroducedin the monitorwriting stageratherthanserious
problemsin the protocolitself. Speci®cally the deadstatecheckpinpointedtypos by
themonitorspeci®catiorwriter, misinterpretationdy themonitorwriter dueto theam-
biguouswordingin the protocoltext, andexceptionso generakulesnot mentionedoy
the of®cial speci®cationBecausehis checkprovedto be effective in ®nding the exact
intent of the requirementjt proved indispensabldor makingthe constraintsprecise.
(Seeexamplebelow.) Four bugsin theformal speci®catiorwhich weredueto misinter
pretationof (arguably)ambiguousvordingin the of®cial documentationverefoundby
deadstatechecking.Furthermorethe testaidsthe speci®cationwriter in realizingthe
boundarycasedor generalulesby demonstratingpow acontradictionrcanoccurin spe-
cial casesThus,the deadstatecheckhelpsthe speci®cationwriter identify exceptions
to thetoo generally-statedules,which are not mentionedy the of cial documentThe
deadstatecheckdiscoveredsix suchcaseavherethe monitor writer neededo re®ne
theconstraintdo accountfor the specialcases.

As an exampleof anambiguouslywordedrequiremenivhich wasmisinterpretecand
thuscausedh contradictionin the monitor, considerthe following from section3.3.3.1.:
“IRDY# must remainassertedor at leastone clock after FRAME# is de-asserted”
which seeminglytranslateso the constraint

1.prev prev frame prev frame irdy



However, in section3.3.3.2.1,it is statedthat “the mastermustde-assertRDY# the
clock afterthe completionof thelastdataphasé'.

lastdataphase frame irdy trdy sop
prev last data phase irdy
2.prev frame irdy trdy stop irdy

Theconjunctionof thesetwo constraintcauses con icting requiremenbnirdy in the
correctlyreachablestatewherebothantecedentaretrue: prev  frame irdy trdy
sop prev frame . In the next statethe ®rst constraintstateshatirdy mustbetrue
andthe secondjrdy mustbe false.It wasconcludedrom guessingat the intention of
the requirementhat the ®rst rule was misinterpretedcandthe correctinterpretationof
it is prev frame  irdy framewhich admittedlyis puzzlingbecausehis constraint
doesnt requirethe“one clock after” partof therequirement.

3.2 Characteristic Check

Anothermorepowerful deluggingmethodis checkingfor speci®cpropertiespr char-
acteristican thespeci®cationThesecharacteristicaremainlylogical statementabout
agentevents.If the monitoris too constricting,certainagentactionswhich shouldbe
possiblewill notbe allowedby the monitor. This methodalsocatchedoopholesin the
speci®catiorwhich allow behaior that shouldbeillegal, andso completenessf the
speci®catiorcanbe gaugedThis dehuggingmethodis not new but it furthersthe case
for formally specifyingprotocolsandmoreimportantly it foundseveralbugsin the of-
®cial PCI protocolstandardThesecharacteristicare expressedasCTL formulasand
are checled againstthe monitor using CTL model checking.Ilt mustbe emphasized
that the speci cation constraintsare simple, bounded Jinear time propertiesand the
cheding characteristicaremorecomplex, unboundedCTL formulas.Thisallowsthe
speci cationto be synthesizabl@nd yet guaranteerich properties.One dravback of
this characteristicheckingis that a usermustcomeup with the characteristicstate-
ments.They cannotbe automaticallydeducedrom the speci®cationlt is alsosubject
to falseerrorreportswhenthe characteristichemselesareincorrect.

Results From Applying the Characteristic Check to PCI 114 characteristicsvere
writtenin CTL andchecledagainsthe monitor-style PCl speci®cationThis checking
methodfound sixteenbugsin the monitor which resultedfrom errorsin the monitor
writing processhut moreimportantly seven bugsin the of®cial standardverefound
by this method For ®ndingactualproblemsn theof®cial speci®cationthistestproved
to be more effective thanthe simple deadstatecheck.Here are somecharacteristics
thatexposedproblemsin the of®cial speci®cationTheseor similar characteristicare
probablyapplicablefor protocolsotherthan PCI and are consideredyeneralsystem
propertieghatshouldbe checledfor.

1. SystemMust Always, Eventually Return to the Idle State It is reasonabldo
assumethat the systemshould always be able to resetinto the idle state;if there
are ary deadlocksstateswhich forbid this from happeningcheckingfor this char
acteristicshould®nd sucha problem.However, it is the strongerproperty “the sys-



tem must always inevitably resetand go back to the idle state” which found prob-
lemsin the PCI protocol. This can be expressedn CTL as AG corred;
i Agerts
EG corred; idle)) whereidle isde®nedas( irdy framé.“If in astate
i Agerts

whereall gegentsha/e beencorrectsofar, thenthe systemmusteventuallyreacha state
whereall agentsarestill correctandthebusis in theidle state: This characteristienust
betruefor the PCl protocolbecaus@nly whenthe busis idle, cana new agentstarta
transactionlf thebusis neveridle becaus@neagentis constantlydriving it, thisagent
haseffectively takenoverthe busneverallowing otheragentgo useit. To avoid sucha
situation,the speci®catiormustforce an agentto always,eventuallyrelinquishthe use
of thebusasa masterandlet thebusstatebeidle.

irdy

o |

0 frame

Fig. 5. A non-ldle State

Therearethreelegal waysthe PCI protocolallows an agentto not relinquishthe bus.
Essentiallyin all threecasesframeis deasserteavhile irdy is assertedy the agent
(Figure5). An agentcankeepthebusin this statebecaus®f thefollowing. Thereis a
timer counterwhich countsthe numberof cyclesframehasbeenassertecindwhenit

exceeds presetvalue,the speci®catiorrequiresthe agentto deasserframe Thus,the
protocolintendsto limit oneagents useof the busby observinghe assertiorof frame

Theprotocol'sshortcomings in notrecognizinghatin anirdy ~ framestate, frame
keepsgthetimer counterdeactvatedbut irdy keepsthe busnon-idle.

1. From an idle state, the protocol allows an agent to assert irdy and remain in this non-idle-bus
state (irdy  frame forever. (Figure 5)

2. During the data phase of a single data phase transaction, frameis deasserted and irdy is
asserted. If a target doesn’t respond with a trdy or a sop, the agent can remain in this non-
idle-bus state forever.

3. During the last data phase of a transaction, frameis deasserted and irdy is asserted. If a target
doesn’t respond with a final trdy or a sop, the agent can remain in this non-idle-bus state
forever.

2. De nitions are Disjoint Protocolsallow an agentto communicateo otheragents
abnormalterminationswhen a transactioncannotbe carried out. Usually, there are
several different types of terminationsand an agentassertsand de-assertglifferent
bus signalsto indicate which terminationtype it is executing.For example,in PCI,

oneterminationtype,target abortis de®nedastarget abort  devsel stop andan-
othertype,aretry asretry sop trdy initial_dataphasein section3.3.3.20f

the documentationThe other agentinvolved in the transaction,namelythe master
agent,must reactdifferently to eachtarget terminationtype, so the ability to iden-
tify aterminationtype uniquelyfrom the signalsof the terminatingagentis important.



We can checkwhethertheseterminationsare distinct by checkingthe CTL formula
AG corred; targetabort retry , (“Thereis neverastatewherethespeci®-
i Agerts

cationhol?jesandtargetabortandretry aresignaledsimultaneously”whichrevealsthat

thereis a correctlyreachablestatewhere trdy stop  devsel initial dataphase
holds,whichis consistentith eitherretry or target abort Therefore the protocolal-

lows anagentto signalboth terminationtypessimultaneouslylf the PCIl protocolhad
beenoriginally writtenin aformalform andtestedor this characteristicthis ambiguity
in the protocolcouldeasilyhave beenfoundandresohedbeforethe protocolbecamea

public standard.

3. Termination Types Should Not Change During a Single Transaction The third
characteristicheckswhetherterminationtypescanchangeduringonetransactionFor
example,it checkswhetheran agentcansignalatarget abort in oneclock cycle and
thenaretry in thenext clock cycle beforethetransactiorends Amazingly, checkinghe
property AG corred; targetabort EX corred;j retry (“This
i Agerts i Agerts

never happensthe speci®catiorholdssofar whenatargetabortis signaledandthere
is apossiblenext statewherethe speci®catiorstill holdsandretryis signaled”)reveals
that PCI allows this. It is ambiguousfor example,how the masteragentshouldbe
implementedo reactto a target which signalsa target abort which indicatesthatthe
targetis not capableof handlingthe requestediatabut then,signalsa disconnectvith
datawhich allows thetargetto transferdata.

4 The ReceptvenessProof

00, 01, 02, 03

correctO, ..., correct3

The monitor is a Mealy

machine with OO, ..., O3

as inputs and the correct signals
as outputs.

Fig. 6. A Mealy Machine

A Mealy machinehasits inputsandits outputsonits edgestheoutputis notassociated
with a stateaswith Moore machinesA monitoris a Mealy machinebecausen order
to determingheoutputcorred; values,a combinationafunctionontheinputobsened
signalsandinternalstatevariableds suf®cient (Figure2, 6).

One canview the systemof agentssuchthat one agentis an objectof interestand
the otheragentsform its ervironment.Using the samemonitor, we now have outputs
corredme for the former anda corredey, for the latter (corredme canbe a particular
corred;j andcorreden, would be a logical conjunctionof corred; for i j.) (Figure



correctMe i
correctepy Monitor | @ env
to env.
3 )
from env.

Fig. 7. One Agent and the Environment

7) This setupcanbe viewed asa gamebetweenthe agentof interest,me andthe en-
vironment,ernv. Agent me and erv output signalsin a locked synchroty, and do not
alternatedriving anoutput.It is deemedhatassoonaserv breaksa speci®catiorrule
(correden, becomedalse) mehas“won” andthemonitor's corredme valuewill remain
trueregardles®f mes outputs.Thisis areasonableestrictionbecausanagentshould
not be requiredto upholdthe speci®catiorif the environmenthasfedit illegal inputs.
It will be proventhatif two requirementsiold for the speci®catiorof the systemit is
guaranteedhata Moore machineK existswhereno matterwhatthe ervironmentout-
putsto it, K will alwaysoutputsignalsthatwill keepcorredme true; K implementghe
speci®cationWith suchakK, the ervironmentwill neverbeableto forceK to outputan
illegal sequence.

The®rst requiremenbn the monitoris the outputseparabilityrule (section2.3) which
is restatedhereas “the function which determinescorred; mustonly be a function
of the currentstateof the monitor machineandthe currentoutputof agenti, andnot
the current outputsof any other agent” The informationof the outputvaluesof the
other agentsis incorporatednto the next stateof the monitor machine.The second
requirementis thatthereare no deadstates(section3.1) for agentmein the monitor.
For every correctlyreachablestateof the monitor, thereis atleastonetransitionout of
thatstatewith the corredme ontheedgeastrue.

Theorem 1. If a Mealy madine monitor M, which obeys the following requirements
existsfor somespeci cation,thena Moore madineimplementatiorior thesingleagent
meis guaranteedo exist. Therestrictionsare,

1. Themonitormustnot haveany deadstatesfor agentme

2. Themonitor mustobservethe outputsepaability rule.

And it is assumedhat oncethe ervironmentbreadesthe speci cation, corred e is
in nitely true.

Proof Sketch: Becauseof assumptior?, a correctoutputfor the agentcanbe deter
mined at every stateindependentf the currentinput. Assumptionl guaranteeshe
existenceof a correctoutputfor mefor every correctlyreachablestate.

Proof: PleaseseeAppendixA for thefull proof.

If oneviewsthis systemonceagainasa multiple agentmodel(Figurel), aninteresting
corollarycanbededucedrom Theoremi.



Corollary 1: A Setof Implementations Exist for a Speci cation If a Mealymadine
monitor M, which obeysthe following restrictionexistsfor somespeci cation,thena
setof Moore madineswhich implementthe speci cationis guaranteedto exist. The
restrictionsare,

1. Themonitordoesnot haveany deadstatesfor all agentsin thespeci cation.
2. Themonitorobserveshe outputsepaability rule.

Proof Sketch Apply theoreml to eachagentin the speci®catiorandthe theoremguar
anteesa correctimplementatiorof all agents Sincethe theoremguaranteespeci®ca-
tion compliancejndependenof theinputsto the agenttheagentsanbeimplemented
independenthandbe guaranteedorrectnessvhencomposedogether

An implementation can always choose the left branch in theCOV}Q@”eCt
specification to avoid the dead state. Receptiveness noad @

disallows such illusory freedom in the specification. /corpect\correct
v 3

Fig. 8. How even with Dead States in the Specification, an implementation can exist

Corollary 2 : ReceptivenessA monitor speci®cationis de®nedto be receptive[9] if
for every correctlyreachablestatein the monitor, thereexist agentimplementations,
whenconnectedo eachotherandto the monitor, cancausethe monitor to reachthat

state? Receptvenessnsureghatthereis noillusory freedomin the speci®cationFor

example,

preva oup outp
prev out; c
prevout; C

outp andout; areoutputsof oneagentandsotheagentcanalwayschoosdo asserbutg
insteadof out; to avoid the inevitable error statecausedy assertingout; (becausef
thelasttwo constraints) Thus,evenwith a deadstatein the speci®cationthereexists
an implementation;this exampleillustrateshow the absenceof deadstatesis not a
necessargonditionfor Theoreml. Receptvenesss atougherconditionto satisfythan
implementabilityandensureshatthereis noillusory freedomin the speci®catiorsuch
as“ ou” in the®rst constraint Every correctlyreachablestatemusthave a correct
next statein orderfor receptvenesgso hold for a speci®cation.

A speci cationis receptivef

1. Themonitordoesnot haveany deadstatesfor all agentsin thespeci cation.
2. Themonitorobserveshe outputsepaability rule.

3 Ed Clarke has also recognized the relevance of receptiveness to bus specifi cations, but proposes using model checking
algorithms that can check the property directly.



Proof Sketch: Statesisacorrectlyreachablenonitorstateandthesequencef correct
agenti outputs Oy O} O}, whichleadto statesis known for iin Agerts. These
agentsareindividually constructesguchthatthey outputthis sequenceThus,the setof

agentsantake themonitorto states; it remaingto be shavn thattheagentamplement
the speci®cationnamely that their outputskeepthe correg's true. Up till states, it

is obviousthatthe agentsare correctbecausehe outputsequenceserechoseralong
the edgeswhereall corred;'s aretrue. Sucha sequencexists becauses is correctly
reachableAs for afterstates, thereexistsanext states suchthatthetransitionfrom s

to s is correct becausef assumptiorl. The outputsalongthis transitioncanbe used
for the agentimplementationslnductively, it canbe shavn thatat eachstep,a correct
outputcanbe independentlychosenfor all agentshecausef the assumptionsThus,
theagentamplementthe speci®cation.

5 Conclusion

The monitorstyle speci®catiorof PCI consistsof 83 rules. The entiredescription®le
has280lines excludingcommentsThe speci®catiorcoversalmostall signal-level re-
quirementgrom section3.1to section3.6 of theof®cial 2.2 PCl speci®catiordocumen-
tation[2]. Busbridgesand64 bit extensionsarenotincluded.The PClformal speci®ca-
tion wasfully dehuggedusingthedifferentchecksntroducedn section3. Thereareno
deadstatedn thecurrentspeci®catiorandall characteristicsvritten, hold. Most of the
modelcheckingwasdoneusingCadence&sMV [4] onaPentiumProsystemwith 128M
of memorywherethe modelcheckingrunstook under5 minutesandmodelchecking
the speci®cationwas not a problem. The monitorstyle PCI speci®cationwritten in
Verilog, is availableat http://radish.stanford.edu/pci.

An obvious next stepfor this line of work would be to attemptspeci®cation®f other
interfaces,especiallythosewith characteristicgifferentfrom PCI, suchas pipelined
bussesilt is lik ely thatdifferentstylisticissueswill arise aswell ascomplexity issuesA
secondlirectionis to ®nd additionalusesfor monitor speci®cationsto maximizetheir
value.Onepossibilitywould beinterfacesynthesidor which work hasbeenstartedoy
Clarke, Lu, Veith, Wang,and German[12]. A more modestgoal would be to extract
don't caresfrom the speci®cationto aid in optimizing a synthesizablelescriptionof
aninterfaceimplementation Anotherpossibility is to usethe monitor asan activator
which generatesgestvectorsfor animplementatiorautomaticallyfrom the monitor de-
scription,or asa checler to measurdestingcoverage.This is to quantify the amount
of testingthatneedso be donein orderfor the implementatiorto be consideredhor-
oughlytested A third directionof interestis to develop bettertools for deluggingthe
speci®cationFor example,the deadstatecheckis limited in that althoughit canre-
turn a statedescriptionof the deadstate,it cannotpinpointthe con icting constraints.
Theproblemis exacerbatedby thefactthatany numberof constraintancontributeto
anunsatis®ablepeci®cationA greedyalgorithmusingsatis®abilityon the constraints
suchthat the con icting requirementsan be found, shouldbe developedfor a more
completespeci®catiordehuggingtool ervironment.
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6 Appendix A

A proof of the Theorem stated in section 4.

Proof: The monitor, M, can be characterized as follows.

Inputs: Iy | O

Outputs: Oy = COrrectme  COrrecten,
Start State: ¢y Qum

States: Qum

Transition function,dy :1 O Qu Qum

true false
true false

Output function, | fj: 1 Qum
Output function, | §¥: O Qum

The states are characterized by vectors of internal history
variables. Thus, if hg hy  hy arethe history variables, state
Oy of Qu isdescribed by the valuesof (hy hy  hj).

1. If the agent commits an illegal action while the environ-
ment is still correct, the monitor enters and stays in a state
where no matter what the observed signals are, correctye is
false and correctey, istrue. Furthermore, this stateis entered
only when this particular event happens. Once the agent
makes a mistake, the environment wins.

For i | o O ¢
Iweoq false IfyYiq true
dM io q qmel:'rror
and for qfi*E™" for i | o O,
| me o qmeﬁror false
| eV i gmesTer  true
Thus, consequently, for i | o O

dM io qmeﬁror qmeﬁror

2. Once the environment makes a mistake, the agent wins.
For i |

I iq
duioq

o O g
false If€oq
quWE”Dr

true

and for qieE™" for i |
|ﬁ/|n/ i qen/Error false
I W€ ogyv="  true

o O,

Thus, consequently, for i | o O

i ervError ervError
du i 0dy Lt

3. When both the agent and the environment make a mistake
at the sametime.

For i I o O g Q

Ifiq false I°oq false
dvio q qMU;hError

and for qfi*E™™ for i | o O,
| e qbc(hError false

| me 0 qi)/ldh rror false

Thus, consequently, for i | o O
dM io qknahError qknahError

4. The monitor does not cause dead states for the agent.
As long as the agent has been correct so far, there always
exists a legal action for the agent.

For g Q
o Osuchthat| ¢ oq

qmel?ror qkﬂuhError
true
Given such a specifi cation M, the construction of the imple-

mentation, K, can be done as follows. Let the characteriza-
tion of Moore machine K be

Inputs: | Outputs: O
Start State : q° States: Q
Transition function, d:1 Q Q

State labeling function, | : Q O

Let Q be of the same type as Qu. Thus, if hy hy ..., hy are
the history variables of the monitor, K has the same his-
tory variables and state ' of Q is described by the values
of (hp hy  hp).

Construction

Basic Idea : Sart with the same initial state as the mon-
itor. Use the monitor’s correct functions, | f}€ to determine
the outputs at each state. The transitions are determined by
the inputs, outputs, and the current state using the monitor’s
transition function.

0. Initialy, Q is empty. Q0
1. Letinitial state q® = g,. Add ¢° to Q.
0

2. For o, op suchthat, I 1€ 0o ° =1€ 0 o =true

(because of property 4 of the monitor, step 1 in the construc-

tion,andqf, qmeETor, gfMETOry Letl o op and defi ne

transitions for all possibleinputs.d i °  dy i 0o q° for
i 1.1fdiq® isnotinQ, addto Q.

Any new addition to Q g, is guaranteed to be a member of
Qm because

i)ifg Quandg diq,forsomei I,theng Qum
becauseq dy i 0oq forsomeo Oanddy i 0q isde

finedforali lando Oforg Qu.

i)e® Qu.

Thus, by induction on i) and ii), for qq Q q Qu.
[property ]

Furthermore, because dy i 0 q  qeE™", ghthEror only
forosuchthat |} 0o q  false(dueto property 1 and 3 of

the monitor), for any new additionto Q,q,q  geE™ gtherror

[property b]

3. For every newly addedq Q,picko Osuchthat| ;¢ o g
trueandletl q o. (because of property 4, property a, and
property b, it is guaranteed that such a o exists.) and for ev-
eryi |, definediq suchthatdigq dyioq andif
diq isnotinQ,addto Q.

4. Iterate back to step 3 and stop when no new q is added to
Q.

Thus,
Q QM qmeﬁror qknahError Q
g Qlg o Iy¢oq true

And so, K implements the specifi cation M.



