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Abstract. Bus protocols are hard to specify correctly, and yet it is often critical
and highly beneficial that their specifications are correct, complete, and unam-
biguous. The informal specifications currently in use are not adequate because
they are difficult to read and write, and cannot be functionally verfied by auto-
mated tools. Formal specifications, promise to eliminate these problems, but in
practice, the difficulty of writing them limits their widespread acceptance. This
paper presents a new styleof specification based on writing the interface speci-
fication as a formal monitor, which enables the formal specification to be simple
to write, and even allows the description to be written in existing HDLs. Despite
the simplicity, monitor specifications can be used to specify industry-grade pro-
tocols. Furthermore, they can be checked automatically for internal consistency
using standard model checker tools, without any protocol implementations. They
can be used without modification for several other purposes, such as formal veri-
fication and system simulation of implementations. Additionally, it is proved that
specifications written in this style are receptive, guaranteeing that implementa-
tions are possible. The effectiveness of the monitor specification is demonstrated
by formally specifying a large subset of the PCI 2.2 standard and finding several
bugs in the standard.

1 Intr oduction

Given the importanceof conformingto bus protocols,it is surprisingthat the current
stateof speci®cation,even for widely usedstandards,is a long documentwritten in
English.Naturallanguagesareill-suited for precisespeci®cationbecausethey tolerate
vagueness,andaredif®cult for computersto analyze.Thesituationwould bebetterif
of®cial standards,or evenmoduleinterfacespeci®cationsinternalto companies,were
written in a precisely-de®nednotation.However, until now, dueperhapsto language
andtool barriers,industryhaslargely ignoredformally specifyinginterfaces.And so
we presenta speci®cationstyle wherethe userneednot learn any languagebeyond
Verilogor VHDL andstill beableto write formalspeci®cations.

Thestyleis basedonwriting thespeci®cationasaformalmonitor(Figure2).A monitor
is anobserverin agroupof interactingmodules,or agentswhichcommunicatevia aset
of protocolrules.It' s maintaskis to �ag agentswhenthey fail to upholdtheprotocol.



Writing thespeci®cationasamonitorenablesthespeci®cationto bewrittenasa list of
simplerules,thus,allowing formal speci®cationto bea relatively easyprocess.It also
allows the speci®cationto be checked “stand-alone”whereno implementationneeds
to be written to verify the protocol.Furthermore,it resultsin a synthesizablespeci®-
cationwhich canbe directly usedin testingenvironmentswherecycle-basedmodels
areneeded.Anotherdirectuseis for modelingenvironmentswhenmodelcheckingan
implementation.And despiteits simplicity, a monitor speci®cationcanbe written for
“real” protocolssuchasthewidely-usedPCI localbusprotocol.

We alsodescribeseveralhighly effectivedebuggingmethodsfor monitor-stylespeci®-
cations.It is explainedhow certainrequirementson thespeci®cationstylediscourages
errorsandhow thedebuggingmethodsfurtherensurecorrectnessandabsenceof con-
tradictions.Onehighlightwith amonitorspeci®cationis thatdebuggingcanbedoneon
theprotocolbasedonits internalconsistency, beforeany implementationsaredesigned.
Furthermore,if two easy-to-checkpropertiesholdsfor thespeci®cation,it is guaranteed
thatthespeci®cationis receptive.Receptivenessguaranteesthatanimplementationex-
ists for thespeci®cation,andthat thereis no illusory freedomin thespeci®cation.On
a practicallevel, thesedebuggingmethodsfound several problemsin the of®cial PCI
protocolwhenthey wereappliedto a speci®cationof PCI.

Theprimary contributionsof this paperare:

– thede�nition of a simpleyetpowerfulspeci�cationstylethat is resistantto speci�-
cationerrors;

– presentationof general speci�cationdebugging methodology, which doesnot re-
quireanyimplementations;

– a report on the successfulapplication of the speci�cation style and debugging
methodologyto PCI, andtheresultingdiscoveryof bugsin theprotocol

– a theoremstatingthat thespeci�cationstyletogetherwith a simple-to-check prop-
erty, guaranteesthereceptivenessof a speci�cation.

Previous Work Someof thesameideaswereexploredin a 1998paperby Kaufmann,
Martin, andPixley [1], whichproposedusinglogicalconstraintsfor environmentmod-
eling.All of thecontributionslistedabovegobeyondtheKaufmanetal. paper. In 1999,
Chauhan,Clarke, Lu andWang[5] speci®edPCI usingCTL andthenmodel-checked
thestatemachinesthatappearedin theappendixof theof®cial PCI speci®cationdocu-
ment[2] againsttheir CTL speci®cation.With our speci®cationstyle,CTL is not used
to specify the protocol;consequently, alongwith simplicity, our speci®cationis exe-
cutableandit canbeuseddirectly for a varietyof applications,suchassimulation,that
a CTL speci®cationcannot.In 1998,Mokkedem,Hosabettu,andGopalakrishnanfor-
malizedandprovedsomehigher-levelpropertiesof PCI involving communicationover
busbridges[8]. Theirspeci®cationis almostunrelatedto theonehere,whichfocuseson
thelow-level behavior of individualsignalsandignoresthehigher-level transactionor-
deringpropertieswhichMokkedemet al. concentrateon; thedifferenceis in thelevels
of abstractionof thespeci®cations.Many speci®cationlanguagesfor reactive systems
andprotocolshave beenproposed(too many to cite). However, it is importantto note



that we are speci®callynot proposinga new speci®cationlanguage,but a speci®ca-
tion style that is simpleenoughto be implementedin a numberof existing hardware
descriptionlanguages.

Notation In the examplesof the speci®cationappearingin the paper, a logical nota-
tion is used.Individual variables(e.g. frame) are true whenassertedand falsewhen
deasserted.This is a warningto readerswho areaccustomedto control signalsbeing
low when asserted.Logical connectives “ � ”, “ � ”, and “ � ” represent“IMPLIES”,
“IFF”, and “NOT,” respectively. prev

�
x� meansthe valueof x in the previous cycle,

prev
�
prev

�
x��� is thevaluetwo cyclesago.In anHDL, prev

�
x� wouldbeastatevariable

which is assignedthecurrentvalueof x oneachclock.

Structur e of the Paper Section2 describesthespeci®cationstyle,whatsucha speci-
®cationcanbeusedfor, andtherulesfor thestylethatensuressomeof thecorrectness.
Section3 outlinesthedebuggingmethodsandthebugsfoundswhenappliedto thePCI
protocol.In section4, the proof of receptivenessfor a monitor speci®cationis given.
Section5 is theconclusion.

2 The Monitor Speci�cation

2.1 Description - the Speci�cation Written asa Monitor
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Fig.1. The System View
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Fig.2. The Monitor

A bus protocolspeci®cationcanbe viewed asa speci®cationfor a complete,closed
systemof agentsusingthe bus. In Figure1, agents0,1,2,3areusingthe bus andO0,
O1, O2, O3 arethecorrespondingoutputsets.Becauseof thebus,the inputsfor each
agentare the outputsof other agents.(For agent1, its inputs are O0, O2, and O3).
A bus protocol speci®cationdictatesthe behavior of all the outputsrelative to each
other. A monitor that checkstheagents'complianceto theprotocolat eachexecution
step,can be written. It is a machinewith the agentoutputsignalsas its inputs,and
booleancorrecti signalsasits outputs(®gure2). Themonitoris suchthatassoonasan
agent(or several agents)breaksthe bus protocol,it singlesout the erring agent(s)by
makingthecorrespondingcorrecti signalfalse.If correcti is true,agenti hasupheldthe



speci®cationsofar andits currentoutputsalsoconformto thespeci®cation.If correcti
is false,agenti hasbroken a speci®cationrequirementcurrentlyor sometimein the
past.Thus,correcti is “sticky”; oncearulehasbeenbroken,thecorrespondingcorrecti
stayesfalseforever. Thespeci�cationstyleis basedonwriting thespeci�cationassuch
a monitor.1 After all, themonitormusthaveexactly theprotocolinformationto decide
on agentcomplianceso it is naturalfor theprotocolspeci®cationto be in the form of
a monitor; it differsfrom theconventionalview of a speci®cationonly becauseit is an
active machineasopposedto a passive documentation.Theimmediatebene®tsof this
arethedirectapplicationsof sucha speci®cation.

For Model Checking a SingleImplementation To verify a singleagentimplementa-
tion, oneneedsto createan environmentfor it, namelyotheragentson the bus.This
is a non-trivial, tedioustask.However with a monitor, an environmentcanbe created
without writing any implementationcode.It doesthis by specifyingwhich input se-
quencesto theagentarecorrectaccordingto the interfacespeci®cation.Namely, one
would modelcheckthe singleagentby conditioningall the propertiesto be veri®ed,
with “if the interfacingagentshave beencorrectso far accordingto themonitor”. For
example,if p is thepropertyto bemodelchecked,andagentsi and j form theenviron-
ment,thepropertyto bemodelcheckedis “correcti � correct j � p” wherecorrecti and
correct j correspondto theoutputsignalsof themonitorfor i and j. Themonitorandthe
conditionin themodelcheckingpropertiescorrectlyconstrainthe inputsto theagent.
This is anexampleof assumeguaranteereasoningwherethespeci®cationfor one(or
more)agent(s)is usedto verify the implementationof anotheragent.This useof the
monitor is very similar to what is describedin [1]. As an executionexampleof this
technique,Govindarajuusedour PCI monitor to successfullyverify a PCI controller
implementation[10].

For Simulating CompleteSystemImplementations In a testingenvironment,an in-
terfacemonitor, if written in the languageof the implementation,canbedirectly con-
nectedto a designand�ag errorsandcorrectlyassignblameto theerringmodulein a
system-level simulation.Sincemonitorscanbewritten in synthesizableRTL, they can
beusedfor toolsthatneedcycle-levelmodelsinsteadof event-basedsimulationmodels,
suchasformalveri®ersor emulators.

2.2 Construction of a Monitor Speci�cation

A furtheradvantageof themonitor-stylespeci®cationis thatthey areveryeasyto con-
struct.First, it is notedthat a speci®cationis a list of rules.In particular, the of®cial
PCI2.2speci®cationis written thatway. Thus,it is naturalfor themonitorto checkfor
eachof theserulesindependently.For clarity, theseruleswill becalledconstraintshere.
Herearesomeexamplesof PCIconstraints,
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(section 3.3.1)

1 Only the monitor is written by the specification writer. The agents in the figure are to be later implemented by someone
else.



As logic formulas,thesecanbewritten asfollows; trdy � devsel(if trdy is true,then
devselmustbetrue)andprev

�
frame� � frame� irdy (if frameis truein thelastcycle,

thenit musteitherbe true in this cycle or if it' s not, irdy mustbe true).The goalwas
to keepthe constraintsassimpleaspossibleto prevent the overall speci®cationfrom
gettingcomplicated.WhenspecifyingPCI, it wasfound that the following constraint
characteristicscanbekepttrue,andthespeci®cationcanstill fully describetheprotocol.

1. No CTL or LTL For themonitorspeci®cation,all of thePCIconstraintscanbewrit-
tenwithout usingany CTL [6] constructsnor is knowledgeof any lineartime temporal
logic (LTL) speci®callyneeded.This is the basisfor the claim that the speci®cation
stylecanbeusedwith HDLs suchasVerilog. In Verilog, theabove examplebecomes,
(wherecorrecti is initialized to 1.)
����� ���
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2. No complex state machinesOnly two typesof very simple statemachineswere
neededasauxiliaryvariablesfor thePCIconstraints.Onetypeis aevent-recodingstate
machinewhich becomestrue whena seteventhappensandremainstrue until a reset
eventoccursandis falseotherwise.Thisis needed,for example,to “remember”whether
thetransactionis a reador a write. Thesecondtypeis a countingstatemachinewhich
startsto countafterasetevent,andstopscountingeitherwhenareseteventhappensor
a limit is reached,whichevercomes®rst.

3. Small time frames With thehelp of thestatemachinesdescribedabove, all of the
constraintscan be written with lessthan threetime frames.Thus, the most compli-
catedPCI constraintlooks like this: prev

�
devsel� � prev

�
prev

�
stop ��� � prev

�
stop� �

prev
�
�nal dphasedone� � � req. Formostconstraints,only two timeframesareneeded,

andthus,mostareasfollows: prev
�
stop� � � prev

�
devsel� � � prev

�
dphasedone� �

� devsel. Thispropertykeepstheconstraintscompact.

From a preliminary inspectionof a morecomplex protocol thanPCI, suchas Intel's
Mercedbus,properties1 and3 seemto hold for otherprotocols.Thus,a speci®cation
canbe a list of compactconstraintswhich areeasyto maintain.And to constructthe
desiredmonitor, the constraintsaredirectly usedto determinethe correcti 's. Assum-
ing that eachconstraintconstrainsthe behavior of only oneagent,the constraintsare
groupedby theagentwhich they constrain.Whentheagentoutputsignalsmakeall the
constraintsof oneagenttrue,thecorrespondingcorrecti is true;otherwise,thecorrecti
is false.Thus,correcti is a conjunctionof all the constraintsspecifyingthe behavior
of agenti. The following is the assignmentstatementfor correcti, whereconstraint j

i
pertainsto agenti.

if (constraint0
i � constraint1

i ��� � � � constraintn
i )

thencorrecti = true,elsecorrecti = false

Therefore,the monitor is a list of propositionalformulas,auxiliary statevariableas-
signments,andcorrecti assignments.Thereis noconversionof this to a statemachine;
this is preciselythecodefor themonitor.

(propositionalformulas)
constraint0

i � trdy � devsel



...
(statevariableassignmentsandthetwo typesof smallstatemachines)
prev

�
trdy� � trdy

...
(correcti assignments)

2.3 DetailedStyleRequirementsfor a Monitor -StyleSpeci�cation

Somerequirementson theconstraintswerediscoveredanddeveloped.In this section,
themotivationbehindthemwill bediscussed.

Separability of the Constraints Rule

Each constraint canonlyconstrain outputsof oneagent.

For eachconstraint,thereshouldonly beoneagentto blamewhentheconstraintis bro-
ken.Consequently, a constraintcanonly restricttheoutputsof oneagent;if it dictates
theoutputbehavior of two or moreagents,multiple agentscanbeheldresponsiblefor
a singlebroken constraint.Sinceit is exactly the currentstatevariablesthat arecon-
strainedby the constraints,all currentstatevariablesof a constraint,mustbe outputs
of thesameagent.Equivalently, sincefor aparticularagent,outputsof otheragentsare
its inputs,theconstrainedvariablesmustall be theagent's outputsandnot its current
inputs.

This rule is calledtheseparability rulebecauseit allowsconstraintsfor differentagents
to beseparatedandevaluatedindependently. This separabilityfactoris importantfor a
speci®cationbecausewith it, a speci®cationcanbe guaranteedto have an implemen-
tation asproved in section4. The main needfor the separabilityof a constraintis to
upholdan importantprincipleof speci®cations:it shouldbe possibleto implementan
agentbasedon informationsolelyfromthespeci�cation,andknowthat theimplemen-
tation caninteract correctlywith anyotheragentupholdingthespeci�cation.

Independent Implementability If multiple agentsare responsiblefor upholdingan
inseparableconstraint,the implementationof a single agentmust be able to do the
impossibleactof predictingthebehavior of theotheragents.Thus,theonly way such
a systemcanbedesignedis for thedifferentagentsto bedesignedtogetherwhich runs
counterto theabove principle.For example,a bad,inseparablespeci®cationwould be
a � b, wherea andb areoutputsof two differentagents.An implementerof oneof
the agentscannotsafelysetthe valueof a without knowing what the implementerof
the other agentwill set the value of b to. Sucha functionality is not independently
implementable.Equivalently, a monitor for sucha speci®cationcannotblamea single
agentwhentheconstraintis broken.If a � b doesnot hold, it is impossibleto decide
whethera is wrong or b is wrong.Thus,it is apparentwhy “a broken constraintcan
only blameoneagent”is asuf®cientconditionfor thespeci®cationto upholdtheabove
principle.

Removing Illusory FreedomConsiderthespeci®cation“ � �
a � b� ,” wherea andb are

outputsof different agents.Sucha formula might result from an attemptto specify



mutuallyexclusion.In this case,an implementercanonly seta � 0 safely, in casethe
implementerof theotheragentmaysetb � 1. But theimplementerof b canonly safely
setb � 0, too,sothespeci®cationcouldjust aswell bea � b � 0. In otherwords,this
speci®cationallows illusory freedom, which is alsoundesirable.Theseparabilitystyle
ruledisallowssuchsituations.

Specifying Moore MachinesAs theclock speedsof bussesgetsfasterandfaster, al-
mostall businterfaceprotocolsassumeaMooremachinetiming; namely, it is expected
that the interfacingagentneedsat leastonecycle to respondto its inputs.The output
separabilityrule canbe thoughtof asa resultof modelingthe agentsasMoore ma-
chines.For example,machineA hasaninput inA andoutputsoA andrA andis speci®ed
aconstraintthatbreakstheseparabilitystylerule: � inA � oA � rA. Thiscanbeinterpreted
aswheneverinA is true,machineA mustreactimmediatelyandassertits outputsoA and
rA true.But sincemachineA is aMooremachine,this is anunreasonablespeci®cation.

Theexampleof mutualexclusionis interestingbecausealthoughit is frequentlya de-
siredpropertyof a bus,“only oneagentcanbedriving thebusat a time”, thestylerule
disallows it asa constraintasoutlinedin the“Removing Illusory Freedom”paragraph.
Mutual exclusionis not a speci®cationthatcanbeimplementedindependentlyby sev-
eralagents.Instead,it is anemergentpropertythat is implied by otherconstraintsthat
canbespeci®edindependentlyfor theagents.For example,in PCI only theagentthat
is thecurrentmastercandrivecertainbussignals,which is apropertythatcanbespec-
i®ed asa separableconstraint.Thearbiterin thesystemensuresthatonly oneagentis
themasterat any time andthis is alsoa separableconstraint.Together, theseseparable
constraintsensurethenon-separablemutualexclusionpropertyof thebus.

An Un-ImplementablePCI 2.2Requirement

Interestingly, thereis an of®cial PCI 2.2 speci®cation[2] requirementwhich doesnot
satisfythisseparabilityrule,andis consequentlyun-implementableasstated.However,
thereis anequivalent,implementablerequirementto replaceit.

(input)

frame
address
phase

(output)

trdy

Fig.3. trdy behavior during the address phase

Therequirement,which is in section3.2.4of theof®cial PCIdocumentation,statesthat
thesignaltrdy mustusetheaddressphaseasaturnaroundcycle.The“addressphase”is
whenthesignalframeis assertedwhenit wasde-assertedin thepreviouscycle (®gure
3), anda “turnaroundcycle” for a bus signal is a cycle whereno agentis allowed to
drive thatsignal.Thus,therequirementtranslatesto “if framejust becameassertedin
this state,do not drive trdy.” Theproblemis frameandtrdy canbedrivenby different



agents,andsobothmustdecidesimultaneouslyhow to meettherequirementtogether.
And aMooremachineagentcannotreact(via thevalueof trdy) to its input(in thiscase,
frame) in thesamecycle.Thus,this requirementcannotbeimplementedin anagentas
statedin thestandard.However, this requirementcanbestatedin a differentway with
thesameintendedeffect.Therequirementshouldbe“no agentmaydrivetrdy if frame
andirdy werebothdeassertedin thepreviousstate.2” Thisobeystheoutputseparability
ruleandit will enforcethedesiredpropertythatall agentsnotdrivetrdy in theaddress
phase.

The Importance of Isolating Curr ent Variables in a Constraint

If theconstraint spansmorethanonetimeframe(i.e. involvesat leastthepreviousstate)
theconstraint mustbewritten in theform “past conditions� current state”. Thus,all
multi-stateconstraints mustbe written as implications,and all prior statesvariables
mustbein theantecedentandcurrentstatevariablesmustbein theconsequent.

Example:
���.-/�0"�1�2�3����54������
	(��)!
�)�)����������8��
���7���9�:�$
	;�����
��
�)�)����������+*�,�,

Correct: prev
�
frame� � frame� irdy

Incorrect: prev
�
frame� � � frame � irdy

Unlike thepreviousrule, this rule is not requiredfor the implementabilityof thespec-
i®cation, but writing theconstraintsin this form makesthe speci®cationeasierto un-
derstandanddebug.Thisstyleruleseparatestheconditioningelement,thepasthistory,
from theconstrainingelement,thecurrentconstraint.Also, this form makescontradic-
tionsin theconstraintseasierto spot,asdemonstratedin section3.1.

3 Debugging the Monitor Speci�cation

A very importantpracticalquestionis how to debug a speci®cation.The following
debugging methodswork with the monitor-style speci®cationwithout requiring any
implementationsto be written. Oncethe speci®cationis written, thesemethodscan
be immediatelyanddirectly appliedto it. They checkwhetherthe monitor is overly
restrictive whereit �ags correctactionsas errors,or under-restrictive whereit does
not catchincorrectactions.Therefore,they checkfor contradictionandcompleteness,
respectively.

This sectionalso includesthe bugsfound by thesemethodsin the monitor-style for-
mal PCI speci®cation.Someweretranslationerrorswhich aresigni®cantbecausethey
supporttheclaimthataninformalspeci®cationis proneto misinterpretations.However
moreimportantly, someinherentproblemsin theof®cial PCIprotocolwerediscovered.
Thesediscoveredbugsfurtherstresstheimportanceof usingaformalspeci®cationstyle
to developandreview a protocol.For thesedebuggingmethods,a CTL modelchecker
is needed.Goodmodelcheckingtoolsexist (suchasCMU's SMV [3] andCadence's
SMV [4] whichwerebothusedsuccessfullywith thePCIspeci®cation)thatwill takea
monitor-styledescriptionandanswerqueriesaboutthede®nedstategraph.Thequeries
arewritten in thebranching-timetemporallogic CTL [6].

2 A note to PCI experts: for an address phase following a back-to-back transaction, which won’t have frame and irdy
deasserted in the previous state, other constraints ensure that there is a turnaround cycle for trdy.



3.1 DeadStateCheck

correct_i = 1
correct_j = 1

correct_i = 1
correct_j = 1

correct_i = 1
correct_j = 1

correct_i = 0

correct_i = 0

correct_i = 0

correct_i = 0

 Dead state
Monitor  Machine

Fig.4. A dead state for agent i

Deadstatesarisedueto contradictionsin the speci®cation.For example,if onecon-
straintfor agenti requiresp to be true in thecurrentstateandanotherrequires� p to
be true in thesamestate,thereis a deadstate.De®ningdeadstatespreciselyrequires
de®ninga few otherconcepts®rst. A transitionin the monitor machinefrom a state
is saidto be correct for agent i if themonitorassertscorrecti during the transition.A
monitor states is correctly reachable, if thereexists a sequenceof agentoutputsthat
causesthe monitor stateto enters from the initial state,while all correcti signalsare
continuouslyasserted.A deadstateof themonitor for agenti is a correctlyreachable
statethathasnocorrectexiting transitionsfor agenti; for all outgoingtransitionsof the
deadstate,correcti is false.Intuitively, a goodspeci®cationshouldhave no correctly
reachabledeadstatesbecausethen,all possibleagentoutputsareincorrectaccordingto
themonitor. (Othershaveobservedtheimportanceof deadstates[1].)

To ensuretheabsenceof a deadstatein amonitorspeci®cation,a certaincharacteristic
needsto holdfor all theagentsin thespeci®cation:“for everystatein themonitorwhere
no constraintsfor any agenthave beenbrokensofar, theremustexist at leastonenext
statewhereall of theconstraintsfor theparticularagenthold”. This characteristiccan
becheckedeasilyusingaCTL modelcheckerwith theformula,for aparticularagenti,
AG

���
j � Agents

correct j � EX correcti � . If thereareany contradictionsin thespeci®cation,

themodelchecker for this propertyreturnsa counterexampleindicatinga deadstate.

The following is an incorrectlogical translationof somePCI requirements,a mistake
actuallymadeby the®rstauthor. Thedeadstatecheckfoundadeadstatewhichresulted
from thecon�icting constraints,

prev
�
addressphase� � � trdy

prev
�
trdy� � trdy � �

irdy � �
stop � trdy����� prev

�
irdy � �

stop � trdy���
prev

�
trdy� � �

prev
�
stop� � stop�

The contradictionis not obvious from the expressionabove but if it is re-written to
obey the Isolate Current Variables rule, and the valuesof the statevariablesin the
deadstateare known from the deadstatecheck, it is possibleto seethat there is
no legal next statewhen prev

�
addressphase� � irdy � trdy � � stop � holds because

� trdy � �
trdy � �

stop � irdy��� � � stop is unsatis®able.
prev

�
addressphase� � � trdy

prev
� � irdy � trdy� � trdy � �

stop � irdy�



prev
�
trdy � � stop� � � stop

prev
�
trdy � stop� � stop

Sincethedeadstatecheckreturnsthedeadstateas“..., addressphase� true� irdy �
false� trdy � true� stop � false, ...”, thesevariableassignmentscanbeusedto seewhich
constraintsarein effect, by pluggingthesevaluesinto the left-hand-sideof the impli-
cations(theantecedents).In this case,the®rst threeconstraintsarein effect andtheir
consequentsform the contradiction.This processis effective if the constraintsfollow
theIsolate... ruleandthedeadstatecheckcanreturnthedeadstate's statevariableval-
ues.Oneadvantagethis checkhasover theotherchecksis its simplicity. No creativity
or expertiseis required;only the CTL formula given above anda modelchecker are
needed.

Anothersimilar checktestsfor under-restrictionin the speci®cation.It is reasonable
to assumethat in all states,at leastoneconstraintis in effect. Thechecksearchesfor
correctlyreachablestateswhereall possibleoutputsfor agenti arecorrectaccording
to the monitor. The monitor canbe checked for this propertywith the CTL formula,
EF

��� �
i � Agents

correcti � � AXcorrecti � “There is a correctlyreachablestatewhereall the

possiblenext statesfor anagentarecorrect.” Althoughthis checkturnedup nobugsin
thePCI monitorspeci®cation,it is still a worthwhilecheck.Like thedeadstatecheck,
this checkrequiresnocreativity or extrawork.

Thebusagentsareassumedto beMooremachinesin this paperbut Bryant,Chauhan,
Clarke,andGoelde®neanddescribeinconsistenciesfor combinationalMealymachine
circuitsin [11].

ResultsFrom Applying the DeadStateCheck to PCI This checkprovedto bemore
effective in catchingerrorsintroducedin themonitorwriting stageratherthanserious
problemsin the protocolitself. Speci®cally, the deadstatecheckpinpointedtyposby
themonitorspeci®cationwriter, misinterpretationsby themonitorwriter dueto theam-
biguouswordingin theprotocoltext, andexceptionsto generalrulesnotmentionedby
theof®cial speci®cation.Becausethis checkprovedto beeffective in ®nding theexact
intent of the requirement,it proved indispensablefor makingthe constraintsprecise.
(Seeexamplebelow.) Fourbugsin theformalspeci®cationwhichweredueto misinter-
pretationof (arguably)ambiguouswordingin theof®cial documentationwerefoundby
deadstatechecking.Furthermore,the testaidsthespeci®cationwriter in realizingthe
boundarycasesfor generalrulesbydemonstratinghow acontradictioncanoccurin spe-
cial cases.Thus,thedeadstatecheckhelpsthespeci®cationwriter identify exceptions
to thetoogenerally-statedrules,which arenotmentionedby theof�cial document. The
deadstatecheckdiscoveredsix suchcaseswherethe monitor writer neededto re®ne
theconstraintsto accountfor thespecialcases.

As an exampleof anambiguouslywordedrequirementwhich wasmisinterpretedand
thuscausedacontradictionin themonitor, considerthefollowing from section3.3.3.1:
“IRDY# must remainassertedfor at leastone clock after FRAME# is de-asserted”
whichseeminglytranslatesto theconstraint

1. prev
�
prev

�
frame��� � prev

� � frame� � irdy



However, in section3.3.3.2.1,it is statedthat “the mastermustde-assertIRDY# the
clock afterthecompletionof thelastdataphase.”

last data phase� � frame� irdy � �
trdy � stop �

prev
�
last data phase� � � irdy
� 2. prev

� � frame� irdy � �
trdy � stop��� � � irdy

Theconjunctionof thesetwo constraintscausesacon�icting requirementon irdy in the
correctlyreachablestatewherebothantecedentsaretrue: prev

� � frame� irdy � �
trdy �

stop� � prev
�
frame��� . In thenext state,the®rst constraintstatesthat irdy mustbetrue

andthesecond,irdy mustbe false.It wasconcludedfrom guessingat the intentionof
the requirementthat the ®rst rule wasmisinterpretedandthe correctinterpretationof
it is prev

�
frame� � irdy � framewhich admittedlyis puzzlingbecausethis constraint

doesn't requirethe“oneclock after” partof therequirement.

3.2 Characteristic Check

Anothermorepowerful debuggingmethodis checkingfor speci®cproperties,or char-
acteristicsin thespeci®cation.Thesecharacteristicsaremainlylogicalstatementsabout
agentevents.If themonitor is too constricting,certainagentactionswhich shouldbe
possiblewill not beallowedby themonitor. This methodalsocatchesloopholesin the
speci®cationwhich allow behavior that shouldbe illegal, andso completenessof the
speci®cationcanbegauged.This debuggingmethodis not new but it furthersthecase
for formally specifyingprotocolsandmoreimportantly, it foundseveralbugsin theof-
®cial PCI protocolstandard.ThesecharacteristicsareexpressedasCTL formulasand
are checked againstthe monitor usingCTL model checking.It mustbe emphasized
that the speci�cation constraintsare simple,bounded,linear time propertiesand the
checkingcharacteristicsaremorecomplex, unbounded,CTL formulas.Thisallowsthe
speci�cation to be synthesizableand yet guaranteerich properties.Onedrawbackof
this characteristiccheckingis that a usermustcomeup with the characteristicstate-
ments.They cannotbeautomaticallydeducedfrom thespeci®cation.It is alsosubject
to falseerrorreportswhenthecharacteristicsthemselvesareincorrect.

ResultsFrom Applying the Characteristic Check to PCI 114 characteristicswere
written in CTL andcheckedagainstthemonitor-stylePCIspeci®cation.This checking
methodfound sixteenbugs in the monitor which resultedfrom errorsin the monitor
writing process,but moreimportantly, seven bugsin the of®cial standardwerefound
by thismethod.For ®ndingactualproblemsin theof®cial speci®cation,this testproved
to be moreeffective than the simpledeadstatecheck.Herearesomecharacteristics
thatexposedproblemsin theof®cial speci®cation.Theseor similar characteristicsare
probablyapplicablefor protocolsother than PCI and are consideredgeneralsystem
propertiesthatshouldbecheckedfor.

1. SystemMust Always, Eventually Return to the Idle State It is reasonableto
assumethat the systemshould always be able to reset into the idle state; if there
are any deadlocksstateswhich forbid this from happening,checkingfor this char-
acteristicshould®nd sucha problem.However, it is the strongerproperty, “the sys-



tem must always inevitably resetand go back to the idle state” which found prob-
lems in the PCI protocol. This can be expressedin CTL as AG

� �
i � Agents

correcti �
� EG

��� �
i � Agents

correcti � � � idle)) whereidle is de®nedas( � irdy � � frame). “If in astate

whereall agentshavebeencorrectsofar, thenthesystemmusteventuallyreacha state
whereall agentsarestill correctandthebusis in theidle state.” Thischaracteristicmust
betruefor thePCI protocolbecauseonly whenthebusis idle, cana new agentstarta
transaction.If thebusis never idle becauseoneagentis constantlydriving it, thisagent
haseffectively takenover thebusneverallowing otheragentsto useit. To avoid sucha
situation,thespeci®cationmustforceanagentto always,eventuallyrelinquishtheuse
of thebusasa masterandlet thebusstatebeidle.

irdy

frame
0

0

Fig.5. A non-Idle State

Therearethreelegal waysthePCI protocolallows anagentto not relinquishthebus.
Essentiallyin all threecases,frameis deassertedwhile irdy is assertedby the agent
(Figure5). An agentcankeepthebusin this statebecauseof thefollowing. Thereis a
timer counterwhich countsthenumberof cyclesframehasbeenassertedandwhenit
exceedsa presetvalue,thespeci®cationrequirestheagentto deassertframe. Thus,the
protocolintendsto limit oneagent'suseof thebusby observingtheassertionof frame.
Theprotocol'sshortcomingis in not recognizingthatin anirdy � � framestate,� frame
keepsthetimercounterdeactivatedbut irdy keepsthebusnon-idle.

1. From an idle state, the protocol allows an agent to assert irdy and remain in this non-idle-bus
state (irdy

���
frame) forever. (Figure 5)

2. During the data phase of a single data phase transaction, frame is deasserted and irdy is
asserted. If a target doesn’t respond with a trdy or a stop, the agent can remain in this non-
idle-bus state forever.

3. During the last data phase of a transaction, frameis deasserted and irdy is asserted. If a target
doesn’t respond with a final trdy or a stop, the agent can remain in this non-idle-bus state
forever.

2. De�nitions are Disjoint Protocolsallow an agentto communicateto otheragents
abnormalterminationswhen a transactioncannotbe carriedout. Usually, thereare
several different typesof terminationsand an agentassertsand de-assertsdifferent
bus signalsto indicatewhich terminationtype it is executing.For example,in PCI,
oneterminationtype,target abort is de®nedastarget abort � � devsel � stop andan-
other type, a retry as retry � stop � � trdy � initial data phasein section3.3.3.2of
the documentation.The other agentinvolved in the transaction,namely the master
agent,must reactdifferently to eachtarget terminationtype, so the ability to iden-
tify a terminationtypeuniquelyfrom thesignalsof theterminatingagentis important.



We cancheckwhethertheseterminationsare distinct by checkingthe CTL formula
AG� ��� �

i � Agents
correcti � � target abort � retry� , (“Thereis neverastatewherethespeci®-

cationholdsandtarget abortandretryaresignaledsimultaneously”)whichrevealsthat
thereis a correctlyreachablestatewhere � trdy � stop � � devsel � initial data phase
holds,which is consistentwith eitherretry or target abort. Therefore,theprotocolal-
lows anagentto signalbothterminationtypessimultaneously. If thePCI protocolhad
beenoriginally written in aformalform andtestedfor thischaracteristic,thisambiguity
in theprotocolcouldeasilyhavebeenfoundandresolvedbeforetheprotocolbecamea
publicstandard.

3. Termination TypesShould Not ChangeDuring a Single Transaction The third
characteristiccheckswhetherterminationtypescanchangeduringonetransaction.For
example,it checkswhetheran agentcansignala target abort in oneclock cycle and
thenaretry in thenext clockcyclebeforethetransactionends.Amazingly, checkingthe
propertyAG� ��� �

i � Agents
correcti � � target abort � EX

��� �
i � Agents

correcti � � retry� (“This

never happens:thespeci®cationholdssofar whena targetabortis signaled,andthere
is a possiblenext statewherethespeci®cationstill holdsandretry is signaled”)reveals
that PCI allows this. It is ambiguous,for example,how the masteragentshouldbe
implementedto reactto a targetwhich signalsa target abort which indicatesthat the
target is not capableof handlingtherequesteddatabut then,signalsa disconnectwith
datawhichallows thetargetto transferdata.

4 The ReceptivenessProof

Mealy Machine The monitor is a Mealy 
machine with O0, ..., O3
as inputs and the correct signals

O0, O1, O2, O3

correct0, ..., correct3
Inputs
OutputsState

as outputs.

Fig.6. A Mealy Machine

A Mealymachinehasits inputsandits outputson its edges;theoutputis notassociated
with a stateaswith Mooremachines.A monitor is a Mealy machinebecausein order
to determinetheoutputcorrecti values,acombinationalfunctionontheinputobserved
signalsandinternalstatevariablesis suf®cient(Figure2, 6).

One can view the systemof agentssuchthat one agentis an object of interestand
theotheragentsform its environment.Using thesamemonitor, we now have outputs
correctme for the former anda correctenv for the latter. (correctme canbe a particular
correct j andcorrectenv would be a logical conjunctionof correcti for i �� j .) (Figure
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0

1

2

correctEnv
correctMe

from env.

to env.

Monitor env

Fig.7. One Agent and the Environment

7) This setupcanbe viewedasa gamebetweentheagentof interest,me, andtheen-
vironment,env. Agent me andenv outputsignalsin a locked synchrony, anddo not
alternatedriving anoutput.It is deemedthatassoonasenv breaksa speci®cationrule
(correctenv becomesfalse),mehas“won” andthemonitor'scorrectmevaluewill remain
trueregardlessof me'soutputs.This is a reasonablerestrictionbecauseanagentshould
not berequiredto upholdthespeci®cationif theenvironmenthasfed it illegal inputs.
It will beproventhat if two requirementshold for thespeci®cationof thesystem,it is
guaranteedthata MooremachineK existswhereno matterwhattheenvironmentout-
putsto it, K will alwaysoutputsignalsthatwill keepcorrectme true;K implementsthe
speci®cation.With suchaK, theenvironmentwill neverbeableto forceK to outputan
illegal sequence.

The®rst requirementon themonitor is theoutputseparabilityrule (section2.3)which
is restatedhereas “the function which determinescorrecti must only be a function
of thecurrentstateof the monitor machineandthe currentoutputof agenti, andnot
the current outputsof any other agent.” The informationof the outputvaluesof the
other agentsis incorporatedinto the next stateof the monitor machine.The second
requirementis that thereareno deadstates(section3.1) for agentmein the monitor.
For everycorrectlyreachablestateof themonitor, thereis at leastonetransitionout of
thatstatewith thecorrectme on theedgeastrue.

Theorem1. If a Mealy machinemonitor, M, which obeys the following requirements
existsfor somespeci�cation,thena Mooremachineimplementationfor thesingleagent
meis guaranteedto exist.Therestrictionsare,

1. Themonitormustnothaveanydeadstatesfor agentme.
2. Themonitormustobservetheoutputseparability rule.
And it is assumedthat oncethe environmentbreachesthe speci�cation,correctme is
in�nitely true.

Proof Sketch: Becauseof assumption2, a correctoutput for the agentcanbe deter-
mined at every stateindependentof the current input. Assumption1 guaranteesthe
existenceof a correctoutputfor mefor everycorrectlyreachablestate.

Proof: PleaseseeAppendixA for thefull proof.

If oneviewsthissystemonceagainasamultipleagentmodel(Figure1), aninteresting
corollarycanbededucedfrom Theorem1.



Corollary 1 : A Setof ImplementationsExist for a Speci�cation If a Mealymachine
monitor, M, which obeysthe following restrictionexistsfor somespeci�cation,thena
setof Moore machineswhich implementthe speci�cation is guaranteedto exist. The
restrictionsare,

1. Themonitordoesnothaveanydeadstatesfor all agentsin thespeci�cation.
2. Themonitorobservestheoutputseparability rule.

Proof SketchApply theorem1 to eachagentin thespeci®cationandthetheoremguar-
anteesa correctimplementationof all agents.Sincethe theoremguaranteesspeci®ca-
tion compliance,independentof theinputsto theagent,theagentscanbeimplemented
independentlyandbeguaranteedcorrectnesswhencomposedtogether.

!correct!correct
dead

correct correct
non-dead  

An implementation can always choose the left branch in the
specification to avoid the dead state.  Receptiveness  
disallows such illusory freedom in the specification.

Fig.8. How even with Dead States in the Specification, an implementation can exist

Corollary 2 : ReceptivenessA monitor speci®cationis de®nedto be receptive[9] if
for every correctly reachablestatein the monitor, thereexist agentimplementations,
whenconnectedto eachotherandto themonitor, cancausethemonitor to reachthat
state.3 Receptivenessensuresthatthereis no illusory freedomin thespeci®cation.For
example,

prev
�
a � � out0 � out1

prev
�
out1 � � � c

prev
�
out1 � � c

out0 andout1 areoutputsof oneagentandsotheagentcanalwayschooseto assertout0
insteadof out1 to avoid the inevitableerrorstatecausedby assertingout1 (becauseof
the last two constraints).Thus,evenwith a deadstatein thespeci®cation,thereexists
an implementation;this example illustrateshow the absenceof deadstatesis not a
necessaryconditionfor Theorem1. Receptivenessis a tougherconditionto satisfythan
implementability, andensuresthatthereis no illusory freedomin thespeci®cationsuch
as“ � out1” in the®rst constraint.Every correctlyreachablestatemusthave a correct
next statein orderfor receptivenessto hold for a speci®cation.

A speci�cationis receptiveif

1. Themonitordoesnothaveanydeadstatesfor all agentsin thespeci�cation.
2. Themonitorobservestheoutputseparability rule.

3 Ed Clarke has also recognized the relevance of receptiveness to bus specifications, but proposes using model checking
algorithms that can check the property directly.



ProofSketch: Statesis acorrectlyreachablemonitorstateandthesequenceof correct
agenti outputs

�
Oi

0 � Oi
1 � � � � � Oi

n
�

which leadto states is known for � i in Agents. These
agentsareindividually constructedsuchthatthey outputthissequence.Thus,thesetof
agentscantake themonitorto states; it remainsto beshown thattheagentsimplement
the speci®cation,namely, that their outputskeepthe correcti 's true. Up till states, it
is obviousthat theagentsarecorrectbecausetheoutputsequenceswerechosenalong
the edgeswhereall correcti 's are true. Sucha sequenceexists becauses is correctly
reachable.As for afterstates, thereexistsa next states� suchthatthetransitionfrom s
to s� is correct, becauseof assumption1. Theoutputsalongthis transitioncanbeused
for theagentimplementations.Inductively, it canbeshown thatat eachstep,a correct
outputcanbe independentlychosenfor all agentsbecauseof the assumptions.Thus,
theagentsimplementthespeci®cation.

5 Conclusion

Themonitor-stylespeci®cationof PCI consistsof 83 rules.Theentiredescription®le
has280linesexcludingcomments.Thespeci®cationcoversalmostall signal-level re-
quirementsfrom section3.1to section3.6of theof®cial 2.2PCIspeci®cationdocumen-
tation[2]. Busbridgesand64bit extensionsarenot included.ThePCIformalspeci®ca-
tion wasfully debuggedusingthedifferentchecksintroducedin section3. Thereareno
deadstatesin thecurrentspeci®cationandall characteristicswritten,hold.Most of the
modelcheckingwasdoneusingCadenceSMV [4] onaPentiumProsystemwith 128M
of memorywherethemodelcheckingrunstook under5 minutesandmodelchecking
the speci®cationwas not a problem.The monitor-style PCI speci®cation,written in
Verilog, is availableat http://radish.stanford.edu/pci.

An obviousnext stepfor this line of work would be to attemptspeci®cationsof other
interfaces,especiallythosewith characteristicsdifferent from PCI, suchaspipelined
busses.It is likely thatdifferentstylisticissueswill arise,aswell ascomplexity issues.A
seconddirectionis to ®nd additionalusesfor monitorspeci®cations,to maximizetheir
value.Onepossibilitywould beinterfacesynthesisfor which work hasbeenstartedby
Clarke, Lu, Veith, Wang,andGerman[12]. A moremodestgoal would be to extract
don't caresfrom the speci®cationto aid in optimizing a synthesizabledescriptionof
an interfaceimplementation.Anotherpossibility is to usethe monitor asan activator
whichgeneratestestvectorsfor animplementationautomaticallyfrom themonitorde-
scription,or asa checker to measuretestingcoverage.This is to quantify the amount
of testingthatneedsto bedonein orderfor the implementationto beconsideredthor-
oughly tested.A third directionof interestis to developbettertools for debuggingthe
speci®cation.For example,the deadstatecheckis limited in that althoughit canre-
turn a statedescriptionof thedeadstate,it cannotpinpoint thecon�icting constraints.
Theproblemis exacerbatedby thefactthatany numberof constraintscancontributeto
anunsatis®ablespeci®cation.A greedyalgorithmusingsatis®abilityon theconstraints
suchthat the con�icting requirementscanbe found, shouldbe developedfor a more
completespeci®cationdebuggingtool environment.
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6 Appendix A

A proof of the Theorem stated in section 4.

Proof: The monitor, M, can be characterized as follows.

Inputs : IM � I � O
Outputs : OM = correctme

� correctenv
Start State : q0

M
�

QM
States : QM
Transition function, dM : I � O � QM � QM
Output function, l me

M : I � QM � �
true � f alse �

Output function, l env
M : O � QM � �

true � f alse �
The states are characterized by vectors of internal history
variables. Thus, if h0 � h1 � � � � � hn are the history variables, state
qi

M of QM is described by the values of (hi
0 � hi

1 � � � � � hi
n).

1. If the agent commits an illegal action while the environ-
ment is still correct, the monitor enters and stays in a state
where no matter what the observed signals are, correctme is
false and correctenv is true. Furthermore, this state is entered
only when this particular event happens. �Once the agent
makes a mistake, the environment wins.�

For � i
�

I � � o
�

O � � q
�

Q �
l me

M 	 o � q 
 � f alse � l env
M 	 i � q 
 � true��
 dM 	 i � o � q 
 � qmeError
M

and for qmeError
M , for � i

�
I � � o

�
O,

l me
M 	 o � qmeError

M 
 � f alse �
l env

M 	 i � qmeError
M 
 � true

Thus, consequently, for � i
�

I � � o
�

O �
dM 	 i � o � qmeError

M 
 � qmeError
M

2. �Once the environment makes a mistake, the agent wins.�

For � i
�

I � � o
�

O � � q
�

Q �
l env

M 	 i � q 
 � f alse � l me
M 	 o � q 
 � true��
 dM 	 i � o � q 
 � qenvError
M

and for qmeError
M , for � i

�
I � � o

�
O,

l env
M 	 i � qenvError

M 
 � f alse �
l me

M 	 o � qenvError
M 
 � true

Thus, consequently, for � i
�

I � � o
�

O �
dM 	 i � o � qenvError

M 
 � qenvError
M

3. When both the agent and the environment make a mistake
at the same time.

For � i
�

I � � o
�

O � � q
�

Q �
l env

M 	 i � q 
 � f alse � l me
M 	 o � q 
 � f alse��
 dM 	 i � o � q 
 � qbothError
M

and for qmeError
M , for � i

�
I � � o

�
O,

l env
M 	 i � qbothError

M 
 � f alse �
l me

M 	 o � qbothError
M 
 � f alse

Thus, consequently, for � i
�

I � � o
�

O �
dM 	 i � o � qbothError

M 
 � qbothError
M

4. The monitor does not cause �dead states� for the agent.
�As long as the agent has been correct so far, there always
exists a legal action for the agent.

For � q
�

Q � � qmeError
M � qbothError

M ����
o
�

Osuch that l me
M 	 o � q 
 � true

Given such a specification M, the construction of the imple-
mentation, K, can be done as follows. Let the characteriza-
tion of Moore machine K be

Inputs : I Outputs : O
Start State : q0 States : Q
Transition function, d : I � Q � Q
State labeling function, l : Q � O

Let Q be of the same type as QM . Thus, if h0 � h1 � ..., hn are
the history variables of the monitor, K has the same his-
tory variables and state qi of Q is described by the values
of (hi

0 � hi
1 � � � � � hi

n).

Construction

Basic Idea : Start with the same initial state as the mon-
itor. Use the monitor’s correct functions, l me

M to determine
the outputs at each state. The transitions are determined by
the inputs, outputs, and the current state using the monitor’s
transition function.

0. Initially, Q is empty. Q � /0
1. Let initial state q0 = q0

M . Add q0 to Q.
Q � �

q0 � .
2. For q0,

�
o0 such that, l me

M 	 o0 � q0 
 = l me
M 	 o0 � q0

M 
 = true �
(because of property 4 of the monitor, step 1 in the construc-
tion, and q0

M �� qmeError
M , qbothError

M .) Let l 	 q0 
 � o0 and define
transitions for all possible inputs. d 	 i � q0 
 � dM 	 i � o0 � q0 
 for
� i
�

I. If d 	 i � q0 
 is not in Q, add to Q.

Any new addition to Q � q � , is guaranteed to be a member of
QM because
i) if q

�
QM and q � � d 	 i � q 
 , for some i

�
I, then q � � QM

because q � � dM 	 i � o � q 
 for some o
�

O and dM 	 i � o � q 
 is de-
fined for all i

�
I and o

�
O for q

�
QM .

ii) q0 � QM .

Thus, by induction on i) and ii), for � q � q � Q 
 q
�

QM .
[property a]

Furthermore, because dM 	 i � o � q 
 � qmeError
M , qbothError

M only
for o such that l me

M 	 o � q 
 � f alse (due to property 1 and 3 of
the monitor), for any new addition to Q, q � , q � �� qmeError

M � qbothError
M

[property b]

3. For every newly added q
�

Q, pick o
�

O such that l me
M 	 o � q 
 �

true and let l 	 q 
 � o. (because of property 4, property a, and
property b, it is guaranteed that such a o exists.) and for ev-
ery i

�
I, define d 	 i � q 
 such that d 	 i � q 
 � dM 	 i � o � q 
 and if

d 	 i � q 
 is not in Q, add to Q.
4. Iterate back to step 3 and stop when no new q is added to
Q.

Thus,
� Q � QM

� qmeError
M � qbothError

M �� Q
� � q

�
Q � l 	 q 
 � o 
 l me

M 	 o � q 
 � true

And so, K implements the specification M.


